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As a network administrator, auditor or architect, you know the importance of securing your network and
finding security solutions you can implement quickly. This succinct book departs from other security
literature by focusing exclusively on ways to secure Cisco routers, rather than the entire network. The
rational is simple: If the router protecting a network is exposed to hackers, then so is the network behind it.
Hardening Cisco Routers is a reference for protecting the protectors. Included are the following topics:

The importance of router security and where routers fit into an overall security plan1.
Different router configurations for various versions of Cisco?s IOS2.
Standard ways to access a Cisco router and the security implications of each3.
Password and privilege levels in Cisco routers4.
Authentication, Authorization, and Accounting (AAA) control5.
Router warning banner use (as recommended by the FBI)6.
Unnecessary protocols and services commonly run on Cisco routers7.
SNMP security8.
Anti-spoofing9.
Protocol security for RIP, OSPF, EIGRP, NTP, and BGP10.
Logging violations11.
Incident response12.
Physical security13.

Written by Thomas Akin, an experienced Certified Information Systems Security Professional (CISSP) and
Certified Cisco Academic Instructor (CCAI), the book is well organized, emphasizing practicality and a
hands-on approach. At the end of each chapter, Akin includes a Checklist that summarizes the hardening
techniques discussed in the chapter. The Checklists help you double-check the configurations you have been
instructed to make, and serve as quick references for future security procedures.Concise and to the point,
Hardening Cisco Routers supplies you with all the tools necessary to turn a potential vulnerability into a
strength. In an area that is otherwise poorly documented, this is the one book that will help you make your
Cisco routers rock solid.
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From reader reviews:

Leta Welter:

Often the book Hardening Cisco Routers (O'Reilly Networking) will bring someone to the new experience of
reading any book. The author style to explain the idea is very unique. In case you try to find new book to
study, this book very suitable to you. The book Hardening Cisco Routers (O'Reilly Networking) is much
recommended to you to learn. You can also get the e-book from your official web site, so you can quicker to
read the book.

Ricardo Hamilton:

Reading can called imagination hangout, why? Because while you are reading a book specially book entitled
Hardening Cisco Routers (O'Reilly Networking) the mind will drift away trough every dimension, wandering
in every aspect that maybe not known for but surely can become your mind friends. Imaging every single
word written in a e-book then become one type conclusion and explanation this maybe you never get just
before. The Hardening Cisco Routers (O'Reilly Networking) giving you one more experience more than
blown away your brain but also giving you useful data for your better life on this era. So now let us present
to you the relaxing pattern at this point is your body and mind will be pleased when you are finished looking
at it, like winning a. Do you want to try this extraordinary investing spare time activity?

Bertha Buentello:

Do you have something that you like such as book? The book lovers usually prefer to decide on book like
comic, limited story and the biggest some may be novel. Now, why not striving Hardening Cisco Routers
(O'Reilly Networking) that give your pleasure preference will be satisfied by reading this book. Reading
addiction all over the world can be said as the opportinity for people to know world a great deal better then
how they react in the direction of the world. It can't be mentioned constantly that reading addiction only for
the geeky man but for all of you who wants to always be success person. So , for all you who want to start
looking at as your good habit, you are able to pick Hardening Cisco Routers (O'Reilly Networking) become
your current starter.

Michael Castillo:

Many people spending their time period by playing outside together with friends, fun activity having family
or just watching TV 24 hours a day. You can have new activity to pay your whole day by reading a book.
Ugh, do you think reading a book can really hard because you have to take the book everywhere? It alright
you can have the e-book, bringing everywhere you want in your Mobile phone. Like Hardening Cisco
Routers (O'Reilly Networking) which is finding the e-book version. So , try out this book? Let's see.
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